
q

IN Gs POWERS TRIBUN; Case No, IPTAS/MO/CH

BETWEEN:

PRIVACY INTERNATIONAL

Claimant

nd

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS

(2) SECRETARY OF STATE FOR THE HOME DEPARTMENT

(9) GOVERNMENT COMMUNICATIONS HEADQUARTERS,

(3) SECURITY SERVICE

6) SECRET INTELLIGENCE SERVICE

Respondents

CLAIMANT'S REPLY NOTE

for hearing commencing5 June 2017

1, This short note responds to new points raised in the Respondents’ skeleton argument,

which is the first occasion on which the Respondents have explained their case on EU

Jaw in any detail. Submissions already made in the Claimant's skeleton are not repeated

Amendment of ection 96 TA 1984 on troduction of FU Common Regulatory Framework

In 2003, section 94 was amend

swore effected by Schedule 17 of the Communications Act 2003, The purpose of the 2003

incerta requirement of proportionality. The changes

‘Act was to implement the EU common regulatory framework.

the UK. The explanatory notes to Schedule 17 sate “Schedule 17continfo) a large number

of smendovents to the existing tow on wireless tlegriphy, many for the purpose of

telecemmunications in

snplomenting Ge new Directives” [SA2/Tab50).

tefl



skeletonThe suggestion in the Respondo “the reguirement of proportonsity sas

‘ne ECHR” is incorrect [Respondents’ Skeleton SH]certo to reflet the requirements of

‘The Human Rights Act 1998 came into force on 2 October 2009, the same date as RIPA

as brought into force The amendment to sect 94 wae made 3 years Isler, to ensure

“he new requirements of the commen regulatory framework under EU

paragraphs 63-75 of the Communications Act 2103 made a number of

changes to the Telecommena

fended so that its terminology CPECN rather than “publ telecom

cperster") reflected that used in the CRF (and thus

language of “requinte or expedient in section 94(1) was replaced

with "necessary, and an overarching proportions

Sach changes were plainly made to give effect to the CRF, Article 15 of the E-Privacy

sions Act 1954, repealing much of it Section 94 was

tations

the Communications Act 2005);

test was inserted in section 94(2A).

Directive in particular whose express language is deliberately copied over imo section

(1) and RA).

Every pointeris thus to such changes being made to cot

that use of section 94 to compel a PECN to do any particular thing would engage EU

law, especielly if section 94 was 10 be used (as an fact st was) as a species of warranting

power. Ifthe change was thought necessary to comply with the ECHR, the relevant

changes would have been made in 2000, longside RIPA The fact the change was:

in 2003 indicates that Parllzment well understood thata section94 directionto a PECN

in recognition

in a pure national security contest would engage FL law if used to aller the PECN’s

cbligations under the e Privacy Directive and so would have to meet the proportionality

standardin Article 15() of the Privacy Directive.

5 The same point is confirmed by the UK's fail implementation of the

amendment to Article 15 of the ePrivacy Directive to insert Article 18(1) [45/7]. The

Privacy and Electronic Communications (EC Dirwtive) Regulations 2003 (SI 2003/2426)

give effect to Article 15(25) by requlring communication providers to establish and

aintain internal procedures for responding to requests for access to data The

Explanatory Note to the St inserting this provision(St 2011/1208) confirm that whenso

seing, the UK was implementing EU lave, and the purpose was “to allo piceand the
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security terete to have access to personal data". This 1s all entirely

notion that where a commercial communications servico provider processes personal

data for national security purposes, thisis outside the scope of EU law.

my

6. The Claimant has served the Third Witness Statement of Mille Graham Wood,

exhibiting a transcript of the UK's submissions to the CJEU in Wetion. The trans

‘was made by Ms Graham Wood from the oficial recording of proceedings.

7 The transcripts confirm that the submissions now made to the Tribunal (eg, as to the

supposed effect of Article 4(2) TEU and Article 1G) of the e-Privecy Directive) were

squarely beforethe Court:

3) First Mr Beard QC emphasised that the interference with privacy involved in

data retention was more modest thana requirement (as with BCD) to “give # to

us, or fo someone ele”. Nor was there any “uholeale seco up of data by the

inpcstigting suthonties... not a general database acess” (p 8). This isa realistic

ions) that a powerrecognition (not reflected in the Respondents current su:

providing for automatic bulk delivery of BCD is a significantly more intrusive

step than retention of communications data under DRIPA.

b) Secondly, Mr Beard QC express

im fghling crime” (p.6).

rele both on “protecting safety and security nd

©) Thindly, Mr Beard QC conceded that what wes being harmonised (and therefore

‘within the scope of EU law) was any processing by a communications service

provider:

“Article 1() of the ePrivacy Directive makes clear that what is being,

harmonised is the processing of personal datz By eloctronte

comununications services providers”.
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4) Fourthly, Mr Beard QC submitted thet Ar

Article 4(2) TEU

the scopeof EU law, in particular in relation tonational security (A

cle 1@) of the ePrivacy Directive and

neant that any access to data obtained by the

the Directe . says matters opere by what were titles 5a

low So the Directivo makes it very cler that there ane emportant limits t te scope

‘And alo that the mer elsesave very const set out in Artie $2) TEU the

metas takenfor she purposesef rations! security are the sole responsibility ef moer

states... And ofcourse Article 42) is net à deroga

rarely") Mr Beard QC then submitted that the Court“

mato requirementsfor acces rs matters cuide EU loo” (p. 8) Tals wasa key

the UK's central submission that whi

access was not: sce CJEU Judgment at 165] last sentence; UK Tele? Written

Observations a: 69), 20-28 DS Avthy1/29]

em therefore mot to de contos

14 not be Lego Zoom

pat on was in scope of EU laws,

‘The submissions now made to the Tribunal precisely mirror the submissions made by

the UK to the CJEU, which were comprehensively rejected. Often, the same phrases used

in written and oral submissions to the CJEU have simply been2 pested in the

Respondents’ skeleton (e.g. “Article $2) is mote derogation, and is thas met o

arre) [Respondenty’ Skeleton 519]

trees

The CJEU held in Wesson that EU lave was engaged. The analysis offered by the UK

about the scope of the Directivewas considered and rejected,

69 Article 163) of that directive excludes from its scope ‘activites of the State in

specified fields, including the activities of the State in areas of criminal law and

the areas of public security, defence and State security, including the economic

well-being of the State when the activites relate to State security matters (eee, by

analogy, with respect to the fist indent of Article 3(2) of Directive 95/46,
judgments of 6 November 200%, Lmdqist, C-101/01, EU:C:2003:536,
paragraph 43, and of 16 December 2008, Sztskunnse Markkinopsrsnt and Seti,

0273/07, BU C2008:727, paragraph 41)

79 Arácle3 of Directive 2002/58 states that the directive is to apply to the
processingof personal data in connection with the provision of publicly availa

electronic communications services in public communications networks in the
European Union, including public communications networks supporting data
collection and identification devices (electronic communkssions services’)
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Consequently, that directivo must be segarded as regulating the activites of the

providers of such services

71 Articie 150) of Directivo 2002/58 states that Member States may adopt,

subject to the conditions laid down, ‘legislative measures to restrict the scape of

abs gn and gan prideorn Antas, Ariel6 Ae 6
of Article 15(1) ot

us be adopted by

MemberStates, measures ‘providing

72 Admittedly,the legisiative measures that axe referred to in Ardcle 152) of

Directive 2002/55 conser activities characterstc of States or State authorities,

and are unnlated fields in which individuals are active (sce, to that effet,

jadgment of 29 January 2008, Promusica, C-275/06, EU:C-2008:34,paragraph 51}.

Moreover, the objectives which, under that provision, such measures mast

pursue, such as safeguarding rational security, defence and public security and
the prevention, investigation, detection and prosecution of crimural offences or

of unauthorised use of the electronic communications system, overlap

substantially with the objectives persued by the activites referred to in

Article 1G) of thatdirective

73 However, having regard to the general structure of Directive 2002/58, the

tors identified in the preceding paragraphof this judgment do not permit the

conclusion that the Jegislative measures referred to in Article 181) of Directive

2002/58 are excluded from the scope of that directive, for otherwise that
provision would be deprived of any purpose. Indeed, Article 15(1) necessary

[presupposes that the national measures referred to therein, such as those relating

to the retention of deta forthe purpose of combating ceime, fall within the scope

Of that directive, since it expressly authorises the Member States to adept them
only 1 the conditionslaid downin the directive are met

Before the CJEU, the UK emphasised that data retention under DRIPA was less

objectionable than a “wiolesste seep up of ds

database access" as occurs with the collectionof BCD under section 94 The position und

by he investigating euthorities a general

section 94 TA 1954 is therefore a Jorion the arguments made by Me Watson and Mr

Davis in relation to DRIPA:

» The Respondents concede

ost processing of communications data within the meaning of the e-Privacy

a section 94 direction requires a PECN to carry

Directive Retention is one example of processing, See Watson at 875, “The scope of

thst directive extends, in particule, to a leislative measure, such a at a see in he

in proceedings, that requires sgh providers to retin trafic and location data, sineto

setar



u

2

o co necessarily intalve the processing, by those provitesef persona!data” Where à

commercial provider processes data, that engages EU law, since the terms of

Permissible processing of communicatlons/traffic and location data by « PECN'

are set by Articles 5, 6,9 and 15 of the ePrivacy Directive

B) The CEU made clear in both DRI and in Watson, despite the submissions of the

uk, lying on the derogation in Article 15) of the Privacy
Directive would require a group of bass safeguards against misuse, including

pri

and provisions for notice to affected persons. None of those safeguards are

present in the scheme forcollectionof BCD under section94

any condi

udicial or independent authorisation, the retention of the data in the EU

Reference to CIEL

‘The Respondents do not suggest that the ren of EU law (including the proper

interpretation of Article 42) TEU and Aracle 1() of the e-Privacy Directive) are acte

ré in thelr favour. tn circumstances where all the Respondents’ arguments were

made to the Grand Chamber of the CJEU and rejected in the last year, that position is

evidemtly correct, It is instead ecteéctaiéin the Claimant's favour,

As the final national co from which ro appeal or judicial review is presently possible,

the Tribunal has a duty to refer to the CJEU any question of EU law that is not acte clair

and the continued power to refer questions that that are act élan to ask, in effet, é the

CJEU stands by its previous judgment. The judgment in Hor Is clear, including as to.

the arguments that the UK made in relation to Article 4(2) TEU, but if the Tribunal

considers (contrary to the Claimant's primary case) th

sto its interpretation ts duty under Article 26743)

‘he CIEU to clarify the application of Watson in a pure or primarily national security case

and ask whether EU Jaw applicsto a section 94 direction to a PECN to supply BCD It

may also refer if st wishes, in effect, to ask the CJEU, pursuant to the judicial dialogue

occurring between apex courts, to reconsider is judgment.

there is any real scope for doubt

sto refer further questions
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e should also be pol

Of the ePrivacy Directive, insofar as it desis with nat

4@) TEU (and before that ultra vires the competences conferred, Article 4(2) being

ed ont that the logic of the Respondents’ case s that Article 15(1)

onal security, is atira cites Amilo

confirmatory rather than freshly constitutive in effect), because the FU has no

jurisdiction to require conduct relating to national security to be proportionate. The

lity or invalidity of EU secondary legislation such as a Directive is within the

exclusive competence of the CJEU, which must be given the opportunity to consider the

issue: see EotoFtos[1987] ECR 4199, It would not thereforebe proper for the Tribunal to

accept the Respondents submissions without first makinga reference,

Finally, the Respondents no longer seekto pursue a Lowpetens-kompetens argument atthe

e Respondents accept the Claunare’s subs

il after a further reference to the CEU ke

principles of serre cooperation and mutual respect age dictate that the proper course, in the

{fist instance, i620 make reference lo the JEU 40 enable Uist Court to clarify the poston...)

Only after such a reference would a domestic court have to consider the “dificl

Respondents’ Skeleton §90}. Tt is

impossible to eee how the ‘reverse Marlessig’ argument the Respordents urge upon the

heating commencing on 5 June 2017.

that such an issue could not arise

noel question of some constitutional importan

APT, i it is to occur at all, can happen at any other time: en essential predicate of such

unprecedented step is that the national court has decidedsuch step is necessary to avoid

a domestic constitutional principle being transgressed: iti «remedial step short of fall

blown declaration of the ra vives of à CJEU ruling,

All these factors point to the likelihood of a reference. Indeed, lisat present impossible

to tee how the case could be decided against the Claimant, whether on purported FU

rounds or because of domestic constitutional requirements, without such a step frst

being taken. The Claimant has therefore prepared draft questions to the CJEU in the

event that the Tribunal o minded to make such a reference. See the Annex to this note

‘Sharing

Four additional points arise from the Respondents skeleton’
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a

First the Claimant has not yet seen any reply to the further letter to the

Commissioners. tt is hoped that any reply received can be provided in advance

of the hearin

Secondly, the Third Witness Statement of Ms Graham Yood exhibits documents

about the cessation and resumption of intelligence sharing with the US following

the terrorist attacks in Manchester There was repeated disclosure of sensitive

information to the US press in breach ofthe control principle and arrangements

for ‘Actionon’ IE foreign partner as close and important as the USs unwilling,

or unable te respect the confidence attached to materials in an ongoing terrorist

Investigation, is doubt

dataset or access toi.

Af proper control can be exercised over a whole

‘Thirdly, the Respondents’ position is that equivalence of vandards and

safeguards is not required when MIS and MIG share entre datasets of

information, including bulk data about large numbers of people of no

Intelligence interest. Safeguards are only opplied “msofr as considered

appropriate” [Respondents' Skeleton 61153]. But that leaves open the prospect

that no safeguards, or substantially lesser safegands, might be “consideres

appropriate” by an official, without even obtaining approval from the Secretary of

State as would be required for Intercept material, The Respondents have not

dealt with these points in ts skeleton argument.

Finally, the Respondents have falled to address the Claimant's submissions on

ciscumvention of the law through sharing of bulk data in 59195 of the

(Claimant's skeleton argument, The Respondents suggest that thi

swith OPEN, This is incorrect. The questions are issues of principle, to be

determined on the assumption that such sharing mught take place. These points.

have been pleaded and ready for determination for many months. ‘The reality,

uncomfortable as it is for the legality of these arrangements, is that highly

intrasive material that can only lawfully be obtained for strict national security

sota



by the Respondents, being widely “repurposed” so

law enforcement purposes, such as criminal

purposes, ls, uper se

support a variety of o:

investigations into tax evasion,

THOMAS DE LA MARE QC

BEN JAFFEY QC

DANIEL CASHMAN

Blackstone Chambers

BHATT MURPHY

2 Jane 2017
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ANNEX

Bulk Communications Date

A national prouision requires a public electronic communications network ("the PECN) so

comply with a direction made by a senior politician with responsibility fer rational secunty in

the interes of national security Cthe Direction”) The Direction requires the PECN to extract

and provide communi tained and used by the PECN ia the cosme of providing,

18 telocommunications service o that state's socurity and intelligence services in bulk,

Is such Direction outside the scope of EU law, by virtueof Article 4(2) TEU and Article

1G) of the Privacy Directivo, because such Direction is and can only be made for

seasonsof national security?

2 If the answer to question 1 is “no”, does Article 15(1) of Directive 2002/38, as amended

By Directive 2009/36, read in the light of Articles 7, § and 12, 47 and Article S2(1)of the

Charter of Fundamental Rights preclude such a Direction where it (and, as applicable,

the national regime underpinning the Direction)

the?a rem Sto providebulk comenuntcasiors data:

be falls to subject either the making of any Ditechon or any form of use of

communications data supplied pursuant to the Direction to a requirement of

prior judicial er independent autherisation,

€. docs rot require the data subjects to be notified of the fact that their

communications datz have been processed other than for the provision of

telecos tons services:
4. imposes constraints on sharing, of communications data os

internal guidance;

ly by means of

e imposes ro prohibition upon the communications das so taken being

trassferrad outof the EU

3. ifthe answer ty question lis “yes” or the answer of any of questions 2a to eis “no”

because ofthe aational security Bass ofthe direction, isthe matter brought back in the

scope of FU law or does the answer to questions 2a, to e. change if the bulk

communications data are thereafter either (a) used for purposes connected with the

prevention or detectionof serious crime, and/or (6) shared with cbr agencies forthe

purposes of prevention and detection of serious crime?
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Halk Personal Datasete

In the case ofà national provision that requires (for instance, pursuans to a direction or

requirement imposed as part of the prior or continved autherisation of that person to

provide services) a party cening cut commercial activity engaging EU law (suchas he

operation ofa port, alepot or transport provider) to provide personal data in bulk to a

states security end intelligence services oz the purposes of national security and/or the

prevension and detection of serious crime, ls such 2 provision outside the scope of EU

ave, by virtue of Article 4(2) TEU and Article 32) of the Data Protection Directive?

Hf the answer to question 4 is “no”, does EU law and Articies7, 8 and 11, 47 and

Article 32() of the Charter of Fundamental Rights preclude naboral legislation (or

Directions orrequirements made under it) which:

2. requires the PECN to provide personal data in bulk:

ba fall to subject either the making of any requirement er any form of use of

personal data foà requirement of prior judicial or independent authorisation,

€. does not require the data subjects to be notified of the fact chat their data have

been processed,

d. imposes constraints on sharing of personal data only by means of intemal

guidarce;

é. imposes no prohibition upon the personal data«o taken being transferred out of

the EU,
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